ABSTRACT There is a significant need to give more careful consideration to the process and product quality assurance (PPQA) process area of the capability maturity model integration (CMMI) Level 2, especially in the context of small-and medium-sized software development organizations, to help such organizations achieve CMMI Level 2. The objective of this paper is to report the implementation of the PPQA process area for small-and medium-sized software development organizations in Saudi Arabia. An abstract-level model for each specific practice of the PPQA process area has been developed. In addition, an initial evaluation of the proposed models has been discussed. Data have been collected by exploring published research articles and high-level software process descriptions. Moreover, previous research works that dealt with the implementation of CMMI Level 2 process areas have been reviewed. Furthermore, research articles that provide guidance to software development organizations for implementing the process areas of CMMI Level 2 in their environments have been considered. The evaluation of the proposed models was also carried out using an expert panel review process and one case study. After careful analysis of the collected data, we have proposed a model for each specific practice in the PPQA process area. Each model is divided into core stages, and different activities associated with each stage are clearly indicated. Based on the evaluation, we are confident that our proposed models are clear, easy to use and learn, and can be applied to small-and medium-sized software development organizations in Saudi Arabia. In addition, the evaluation results show that the proposed models can help such organizations in implementing the PPQA process area according to the CMMI Level 2 maturity requirement.
I. INTRODUCTION
Continuous assessment and improvement are required over the entire software development process to meet the expectations of stakeholders. Improving this process will result in the production of high-quality products. The quality of software products is strongly influenced by the quality of the software processes that the organization uses for development and maintenance. Therefore, one of the major challenges that software development organizations face is producing the desired quality of software products (Kitchenham and Pfleeger [1] and Scacchi [2] ). According to Ashrafi [3] and García-Mireles et al. [4] , much research has been carried out on software quality by focusing on software process improvement (SPI).
SPI is a mechanism that helps to tailor an organization's processes, and it is viewed as an essential aspect of optimizing the software development process. According to Nasir et al. [5] , it is necessary to highlight that SPI implementation is strongly influenced, first, by organizational factors, such as political and cultural factors, and second, by project factors, such as budget, quality, tools, and technology. In addition, there are factors that play a key role in undermining the implementation of SPI programs. Niazi [6] highlighted seven critical barriers (CBs) to the completion of such programs. These are as follows: inexperienced staff, lack of a defined SPI implementation methodology, lack of SPI awareness, lack of support, lack of resources, organizational politics, and time pressures. The author suggested that these CBs should be addressed by software development organizations when they develop SPI implementation initiatives. Unterkalmsteiner et al. [7] stated that ''SPI is a systematic approach to increase the efficiency and effectiveness of a software development organization and enhance software products.'' Sommerville [8] mentioned that ''process improvement means understanding existing processes and changing these processes to increase product quality and/or reduce costs and development time.'' Cugola and Ghezzi [9] pointed out that the ultimate goal of SPI is to increase both product quality and productivity. Not only that, but SPI has the ability to reduce time-to-market and production costs.
It can be noted that Unterkalmsteiner et al. [7] , Sommerville [8] , Paulk et al. [10] , and Fox et al. [11] , along with many other scientific researchers in this field, have emphasized that SPI is an important way for organizations to enhance the quality of their software products, increase their development productivity, accelerate their development processes, and reduce the cost and time needed to develop their software products. Niazi and Babar [12] noted that designing appropriate SPI implementation initiatives is regarded as one of the main issues in the software industry, especially for small-and medium-sized software development organizations. Hence, different SPI frameworks, standards, and models have been introduced to increase software quality and productivity (Iqbal et al. [13] and Rahmani et al. [14] ). ISO 9000, PSP (Personal Software Process), CMM (Capability Maturity Model), and CMMI (Capability Maturity Model Integration) are all examples of well-known, established SPI standards that can be used by software development companies (Dutra and Santos [15] ; Niazi [16] ).
CMMI is the latest SPI model introduced by the Software Engineering Institute (SEI). According to Lee et al. [17] , ''CMMI has been widely researched.'' CMMI is a structured collection of the best practices used by organizations to assess the maturity of their software processes. Applying a CMMI assessment will help many types of software organizations to improve their processes and software product quality (Moser et al. [18] ). Experts from three main areas-industry, government, and SEI at Carnegie Mellon Universityreleased this model in 2002. Based on data collected by the SEI, these experts believe that the maturity of software processes and the quality of the software products are highly interrelated. Accordingly, both the software processes and software products need attention (O'Regan [19] and Monteiro et al. [20] ).
As illustrated in FIGURE 1, CMMI has five maturity levels. The lowest is Level 1, which represents a poorly controlled SE process, while the highest is Level 5, which represents an advanced SE capability. In this model, there are 22 process areas that are associated with the five levels (except Level 1). Each process area has a group of related practices that should be carried out to achieve a specific set of feasible goals. Success in reaching a particular level of maturity for a software development organization is based on the fulfillment of all the goals of the process areas in that particular level and in all the lower levels (O'Regan [19] and Day et al. [21] ).
Although CMMI helps software development companies to improve the quality of their software, only a few of these organizations have adopted it. This is due to the small size of the organizations, the lengthy amount of time needed to adopt CMMI, and the high cost of CMMI's services (Staples et al. [22] ). Many software development organizations often consider CMMI to be an expensive SPI model because it requires a significant amount of time to fully implement CMMI in their environments. Furthermore, Niazi and Babar [23] indicated two major reasons that many software development organizations are unwilling to implement CMMI: the significant investment that is required and its limited success. Moreover, Batista and Dias [24] indicated that small software development organizations, unlike larger ones, experience more difficulty with CMMI.
It is important to mention here that small-and mediumsized software development organizations believe they are a long way from implementing SPI models, such as the CMMI, because the implementation of such a model is difficult and expensive (Al-Tarawneh et al. [25] ). Unlike larger companies, small-to medium-sized companies do not have the ability to spend hundreds of thousands of dollars to adopt CMMI. In addition, they do not have enough resources to invest. There is, therefore, a significant need to design CMMI Level 2 process areas to support and enable small-and medium-sized software companies to quickly adopt CMMI Level 2 process areas.
Eileen et al. [26] stated that ''CMMI best practices describe what to do, but not how to do it.'' Vivatanavorasin et al. [27] also pointed out that CMMI does not describe how a software development organization should achieve a given CMMI process area. Furthermore, Chrissis et al. [35] stated I. Keshta et al.: Toward Implementation of PPQA Process Area that ''CMMI identifies what activities are expected, but does not specify techniques on how to accomplish those activities.'' Gang et al. [28] also indicated that CMMI provides software organizations with general guidelines, but it does not provide them with a detailed operational model, so, as a result, the cost of adopting CMMI is increased.
Since there are no clear and defined approaches that can provide help and support to small-and medium-sized software companies in implementing CMMI Level 2 in an effective manner, further research into its effective implementation is required. In other words, there is a need for more concentration and careful consideration of how to implement CMMI Level 2, which is essential in assisting such software companies to increase their software quality and productivity.
As an extension to our previous work (Keshta et al. [91] ), the objective of this paper is to implement the Process and Product Quality Assurance (PPQA) process area of CMMI for Saudi Arabian small-and medium-sized software development organizations. The major contributions of this research are as follows:
• To develop a high-level (abstract-level) model for each specific practice in the PPQA process area, specifically for Saudi Arabian small-and medium-sized software development organizations.
• To present guidelines, templates, and checklists that can be utilized to traverse the proposed model for each specific practice in the PPQA process area.
• To evaluate the proposed workflow model for each specific practice in the PPQA process area through an expert panel review process and one case study. In order to achieve these objectives, the following research questions (RQs) have been addressed:
• RQ1. How can one implement the specific practices in the PPQA process area at CMMI Maturity Level 2?
• RQ2. What is the perceived ease of learning and ease of use of the proposed workflow model for each specific practice in the PPQA process area?
• RQ3. What is the perceived usefulness of the proposed workflow model for each specific practice in the PPQA process area?
• RQ4. What is the perceived applicability of the proposed workflow model for each specific practice in the PPQA process area to small-and medium-sized software development organizations? The rest of this paper is organized as follows: Section II presents the motivation behind this study. The background material of the research is presented in Section III. Section IV describes how our models for the specific practices in the PPQA process area at CMMI Level 2 were designed. Our findings from the literature are presented in Section V. Section VI describes the development of the models. Section VII gives an evaluation of our models. In Section VIII, limitations of the study are described. The conclusion and future work are presented in Section IX.
II. MOTIVATION
CMMI Level 2 will receive special scrutiny in this research work because it has been observed that smalland medium-sized software companies set out to achieve Level 2 when they begin to accept CMMI as an SPI model (Niazi et al. [12] ). In particular, this work reports on the implementation of the PPQA process area at CMMI Level 2, specifically for Saudi Arabian small-and medium-sized software development organizations.
The reasons for selecting this process area are as follows: Pacheco et al. [29] highlighted that quality, together with productivity, is a key factor in increasing competitiveness between different software development organizations. Quality plays a major role in averting software project failure (such as a poor-quality software product). In addition, Pratt [30] indicated that poor quality implies potential costs, such as project failure, job loss, cost of reworking, and loss of opportunities. Furthermore, Young et al. [31] asked the question, ''Why do so many projects fail?'' in carrying out their study. The authors of this study were able to identify a list of the primary causes of project failure, including poor quality and inadequate quality control. Quality is an important factor that affects any software end product. Jarvis and Crandall [32] highlighted that PPQA is essential for both software development companies and those companies that buy the software. This is because PPQA gives indications if the techniques used during the project have been applied correctly. In other words, PPQA gives evidence that the procedures and techniques applied are integrated, properly implemented, and consistent.
Niazi and Babar [12] and et al. [33] provided empirical studies to identify the relative perceived value of different specific practices of CMMI Level 2 process areas, based on the experiences of practitioners in small-and mediumsized companies. More than half of the practitioners cited the relative perceived value of all of the specific practices of the PPQA process areas as medium. This means that the practitioners realized the importance of the PPQA process area. The findings also highlighted that less than 30% of the respondents regarded the value of all of the specific practices of the PPQA process area as high. The authors provided two possible explanations for this finding. The first was that practitioners in small-and medium-sized software development organizations paid limited attention and gave little consideration to PPQA activities. The second was that they had limited resources and a lack of technical expertise, which are both considered to be unique features of small-and medium-sized software development organizations, as compared to larger ones. Furthermore, the findings emphasized the major role that PPQA plays in achieving CMMI Level 2. Therefore, more attention should be given to PPQA to support the delivery of high-quality software products.
Our research work will assist Saudi Arabian small-and medium-sized software development organizations to be one step closer to successfully achieving CMMI Level 2 certification. Furthermore, we strongly believe that our implementations will help such companies to create highquality products and a high level of customer satisfaction. In addition, this work will increase the depth of knowledge about the PPQA process area of CMMI Level 2 for both practitioners and researchers.
III. BACKGROUND A. PPQA PROCESS AREA
The successful performance of activities that are related to PPQA is an essential predictor of project success. It has been found that CMMI Level 2 as an SPI model plays a major role in improving the practices (including PPQA activities) of software projects carried out by small-and medium-sized software companies. PPQA is one of the fundamental process areas of CMMI Level 2. As stated in the CMMI v1.3 specifications [34] , the purpose of PPQA is to ''provide management and staff with objective insight into processes and related work products.'' If the PPQA process area is applied successfully, it will result in the delivery of high-quality software products. The specific goals for this process area provide both an evaluation process service and an objective insight service. Chrissis et al. [35] indicated that PPQA gives staff, personnel, and managers valuable insights while conducting PPQA activities.
Khraiwesh [36] highlighted that the PPQA process area (PA) aims to ensure the quality of the software product by monitoring the process, procedures, and techniques that are used to conduct the software project. This is also a process that can be used to confirm and ensure whether products or services will satisfy user expectations. Jarvis and Crandall [32] indicated that PPQA is an essential process for both the software developer and software buyer, as it is the procedure that determines whether the techniques and methods applied have been correctly integrated and performed. O'Regan [19] indicated that PPQA offers visibility to the software project management during the software development process, as well as related work products developed by the project.
As described in Table 1 , the PPQA process area involves four specific practices, and achieving them greatly facilitates the delivery of high-quality software products. This is clearly because, throughout the software development life cycle, these practices offer objective insights to the software project managers. In addition, they provide appropriate feedback on both the software processes and related project work products.
Different empirical studies have been carried out to address the challenges that are faced by small-to medium-sized software development organizations in implementing CMMI Level 2 as an SPI model. These studies help software practitioners in such organizations to give more attention to the high perceived value of different practices of CMMI Level 2 process areas. This information enables such organizations to develop their own finer-grained CMMI Level 2 framework, which will definitely help small-to medium-sized software TABLE 1. Process and product quality assurance (ppqa) process area [34] . development organizations to implement SPI initiatives in a better way.
• Wilkie et al. [40] showed that SP 1.2 was the most important of the various PPQA specific practices. The second, third, and fourth most important were SP 1.1, SP 2.1, and SP 2.2, respectively. Their findings also emphasized that most of the companies involved in conducting the research showed poor performance in both monitoring and controlling process usage. Consequently, such companies have very little ability to identify any noncompliance issues.
• Niazi et al. [33] and Niazi and Babar [12] highlighted that less than 30% of developers and managers reported the value of all specific practices of the PPQA process area as high. However, more than half of them cited the relative perceived value of these specific practices as medium.
• Lester et al. [41] showed that medium-sized companies covered all specific practices of the PPQA process area better than small ones. Their findings also highlighted that when it came to average values, SP 1.2 had the highest value of the practices used for the PPQA process area by both small-and medium-sized software development organizations. SP 1.1, SP 2.1, and SP 2.2 were the second, third, and fourth highest, respectively. Their findings also revealed that larger companies had enough resources to invest in order to perform the PPQA PA. However, this process area is regarded as overhead for small-and medium-sized software development organizations due to their limited resources. Hence, more attention should be paid to all specific practices of the PPQA process area. In other words, there is a need to give careful consideration to these practices and concentrate on them more. It is evident that a project's success or failure is strongly tied to objectively evaluating the processes and work products for it and offering objective insights to project managers. However, not enough research studies have been carried out to build the effective implementation of all specific practices of the PPQA process area at CMMI Level 2. Thus, in this research work, we have proposed a workflow model for each specific practice, that is, SP 1.1, SP 1.2, SP 2.1, and SP 2.2 in the PPQA process area. 
B. DEFINITIONS OF SMALL AND MEDIUM-SIZED ORGANIZATIONS
The statistical definition given to small and medium-sized enterprises (SMEs) varies from country to country and is based on the number of employees and value of sales. But the parameter that is the most used is the number of employees [81] . The European Union defines SMEs as small companies that have from 10 to 49 employees, while a medium company has from 50 to 249 employees (Lester et al. [41] ).
The Australian Bureau of Statistics states that the number of staff in a small company ranges from 5 to 19, while in a medium company the number is 20 to 199 (Niazi and Babar [12] ). The development authority of SME staff in Pakistan says that a small enterprise employs 10 to 35 employees, while a medium-sized enterprise has 36 to 99 employees (Dasanayaka [81] ). It is important to note here that Saudi Arabia has more than one definition of an SME. However, the SME definition that is most suitable there is that of a small company, which has 3 to 49 employees, while a medium-sized company has 50 to 200 employees [81] .
It is important to point out that SMEs are usually distinguished by the following criteria: the nature of how their management arrangements are run, their financial practices and their internal competence. They are not generally a homogeneous set of companies, but instead a heterogeneous group that usually operate in the trade, service, manufacturing and agri-business sectors (Lukács [86] ). A number of studies (Bunker and MacGregor [87] and Sharma et al. [88] ) have looked at how the management style of large businesses and SMEs vary. These studies have revealed that SMEs usually possess a small management team, which is often only one or two staff. They are also heavily influenced by the owner and their various idiosyncrasies. It was found that they also have a small amount of control over their environment (Dennis [89] and Dodd et al. [90] ).
IV. CRITERIA FOR MODELS DESIGNED
Setting criteria for successful outcomes was the first stage involved in the design of the proposed models. We have used the following basic criteria for building the models, due to the unique and distinctive features of small-and mediumsized software development organizations in comparison with larger ones. 1) Ease of use: Small-and medium-sized organizations do not have sufficient resources to spend on adopting complex models, so they should be simply structured and, therefore, easy to both follow and comprehend. As a result, it is rare that complicated models and standards are used by such organizations, as they need more resources, better training, and greater effort. This means that the models' structure needs to be simple, flexible, and easy to understand. 2) Stakeholders' satisfaction: The models' results should be able to satisfy the stakeholders' needs. The stakeholders should use those models that will aid them in successfully attaining their specific objectives. Accordingly, stakeholders must be happy with the model's results and have the ability to use it to achieve their own specific goals, according to their needs and expectations. 3) Practice satisfaction: The proposed models should satisfy the CMMI v1.3 specifications. Each proposed model should satisfy the goal of the specific practice according to CMMI v1.3 specifications. In other words, the proposed models should ensure that there is practice satisfaction based on the CMMI Level 2 maturity requirement. 4) Applicability of the models to small and medium-sized software development organizations: The proposed models should be applicable to small and medium-sized software development organizations. It is important to stress that the primary reason for carefully selecting the above criteria comes from the findings presented in Niazi et al. [42] and Niazi and Shastry [43] . Moreover, these criteria have been specified as a result of the references reported in the literature from Niazi et al. [44] and Niazi et al. [45] . Hence, ''the model should be easy to use, learn, follow, and its results should satisfy the stakeholders' needs'' while building it, as our aim is to target small-to medium-sized software development organizations that face a lot of traditional difficulties, including a lack of finances. Therefore, the aim was to make the models' structure flexible and simple so that it fit the needs of small-and mediumsized software enterprises. FIGURE 2 shows the main stages that were involved in designing the proposed models for the specific practices in the PPQA process area.
To address the desired criteria, some research questions were developed in the second stage. In the third stage, we extensively reviewed previous research that targets the implementation of CMMI Level 2 process areas to answer the research questions. During this stage, we also explored published research articles that offered recommendations about implementing CMMI Level 2. In the fourth stage, we carried out a very careful analysis and evaluation of the collected data. In this stage, each paper was reviewed carefully, and a list of guidelines and satisfactory models were identified from the literature on each specific practice in PPQA process area. In papers in which authors have described their CMMI implementation experiences with lessons learned, it was fairly simple to identify the guidelines and recommendations for the implementation of PPQA process area because often, authors provided a summary of these guidelines and recommendations as a bulleted list. However, in papers in which CMMI implementation was discussed but authors did not clearly provide a summary of findings about the main activities associated with PPQA process area, each paper was carefully read to identify the core stages for implementing such process area. The proposed models for the specific practices in the PPQA process area were developed in stage 5. Each model is divided into core stages, and different activities associated with each stage are clearly indicated. VOLUME 6, 2018 I. Keshta et al.: Toward Implementation of PPQA Process Area FIGURE 2. Stages involved in designing the proposed models for the specific practices in PPQA process area.
In stage 6, the evaluation of the proposed models was performed using an expert panel review process and one case study. The ''expert panel review'' process was conducted in order to seek the opinions of SPI experts about the models proposed. It is important to note here that research that is currently being carried out in software engineering constantly utilizes expert opinion, and the value of this is generally recognized when the software's quality is being assessed (Rosqvist et al. [73] ). Therefore, the software engineering community attaches greater credibility and more importance to research which utilizes the specialist opinion. It was also decided that the case study method would be carried out because it provides valuable insights for solving any difficulties as well as evaluating in the real world (Cooper et al. [79] ). This case study was conducted at a small to medium-sized software development organization in Saudi Arabia in order to increase confidence in this particular evaluation
We also utilized the core steps mentioned in the work of Li et al. [76] during the process of expert opinion, such as defining clearly what the problem statement was to the experts and identifying a number of experts through a set of criteria that included their ability, credibility, knowledge and the dependability of the experts. We also used the right question in the questionnaire to elicit the experts' opinion, collected together the various experts' opinions and based our decision on an aggregated opinion.
In this stage, a questionnaire was developed to obtain the experts' opinions regarding the models, and we extracted some questions from Niazi [62] . These were then tailored and customized to be compatible with the objectives of our research. It is vital to point out that we invited an academic researcher to look at the questions and examine them before we sent out the questionnaire to the experts for evaluation. It was decided from his response that a few of the questions should be rewritten, so as to create a clearer and better organized questionnaire, which was also more concise and better able to capture all of the data that we needed. In short, the following points were considered in the evaluation forms:
• The objective of the questionnaire was described.
• Some questions were asked about the experts' experience and knowledge of CMMI implementation.
• The expert reviewers were asked to evaluate the proposed models against the ''ease of learning and ease of use'' criteria.
• The expert reviewers were asked to evaluate the proposed models against the ''practice satisfaction'' criteria.
• The expert reviewers were asked to evaluate the proposed models against the ''user satisfaction'' criteria.
• The expert reviewers were asked to evaluate the proposed models against the ''applicability of the models to small and medium-sized software development organizations'' criteria.
• The expert reviewers were asked if they would like to provide comments on how we could improve the proposed models. This point gave the expert reviewers the chance to respond freely and include more information. The experts were carefully selected by taking various factors into account, such as their overall knowledge of the CMMI area, according to Garcia [85] . Although, there is not a standard that is either well-known or well-defined (Li and Smidts [76] ) for this specific selection of the experts. Consequently, we used some of the criteria indicated by Farias [84] and Garcia [85] for the experts' selection in order to systematize our selection process. These criteria are as follows.
• Experts should have adequate experience consisting of hands-on experience, consulting services, or management in the areas that are related to the study's theme
• Experts should be willing to get involved in research • Experts should be versatile enough to deal with several issues concerning the theme studied and with sufficient experience to understand how these various issues will be utilized.
V. FINDINGS FROM LITERATURE
This section discusses our findings from the literature, including both guidelines and recommendations for evaluating and assessing the performance and quality of the processes, services, and the project's work products.
It also provides the answer to RQ1 for SP 1.1, SP 1.2, SP 2.1 and SP 2.2. In addition, suitable process maps or workflow models that would assist in providing an appropriate assessment of the software development Different research studies have been undertaken to objectively evaluate processes and work products:
• Persse [38] recommended the following activities to support and implement both SP 1.1 and SP 1.2:
(1) selecting key processes and products based on established selection criteria, which will greatly help in the auditing of those processes and work products having a serious impact on the success of the software project; (2) establishing a well-described audit procedure that can be used by the PPQA auditor each time he or she tackles the audit procedure; and (3) establishing a common PPQA plan that can be used as a reference because it contains important information, such as who is required to participate and how audits will be conducted.
• Chrissis et al. [35] provided examples of evaluation criteria that should be established and maintained for SP 1.1 and SP 1.2, that is, which software project items should be evaluated when the software process/work product is examined, how a software process/work product is assessed, and who is accountable for the evaluation process/work product. In addition, the authors further highlighted that selection criteria should be declared and properly stated before performing the audit process. Moreover, noncompliance issues and lessons that are learned should be well-identified to improve the process/work product.
• Moorthy [37] wrote a book titled CMMI Implementation Guide: A Practitioner's Perspective, which can be considered as a reference book for software development organizations that have an interest in implementing CMMI in their environments. In this book, the author proposed the process review report (including corrective actions and audit checklists) as a typical artifact that can be used to satisfy SP 1.1. For SP 1.2, the work product review report can be used as a CMMI artifact.
2) RECOMMENDATIONS FOR IMPLEMENTING SP 2.1
Various research studies have been performed to better communicate and resolve noncompliance issues:
• Persse [38] advocated the following activities for the implementation of SP 2.1: (1) keeping the goal in mind in order to judge the importance of the identified noncompliance issue against the objectives and goals of the project, (2) communicating the value of compliance to team members to assist in encouraging success and supporting the project's further progress, and (3) following up with support to ensure that identified noncompliance issues are resolved.
• Chrissis et al. [35] highlighted the importance of fixing or working out each noncompliance issue by involving the right team members. If the noncompliance issue cannot be fixed, it should be well-documented and escalated to the proper project management level to control the issue and track it to its resolution. In addition, the audit reports, including the evaluation results, should periodically be published for the relevant stakeholders.
• Moorthy [42] proposed the noncompliance closure report as a typical CMMI artifact that could be used by organizations to satisfy SP 2.1.
3) RECOMMENDATIONS FOR IMPLEMENTING SP 2.2
Various studies have been done to effectively establish PPQA records:
• Persse [38] highlighted some activities that can help the PPQA auditor/reviewer to satisfy SP 2.2. For example, the PPQA records should indicate the status of the audit process and reflect its results, which must be wellreported to project management, team members, and organizational management. It is important to keep in mind that the PPQA records offer objective insights to project management on the process/work product that is to be audited. They also show how the team members have performed and how they have worked within organizational standards so that project management will be able to generate appropriate and relevant comments. In addition, reporting and sharing the PPQA records among the team members will result in increasing the number of objective insights, not only for project management, but also for those who are responsible for executing the project's activities. Moreover, the presentation or establishment of records is another major factor that impacts the audit process. Thus, the PPQA records should be presented in an appropriate manner that captures all of the necessary data. This could be achieved by using graphs, tables, scorecards, and snapshots in time.
• Chrissis et al. [35] indicated that PPQA activities have to be recorded in an adequate manner in order to recognize the status of the audit process and its results. In addition, the history of PPQA activities should be updated in a timely manner.
• Moorthy [37] considered the status of corrective actions, the audit plan, and the noncompliance closure report to be the main CMMI artifacts for SP 2.2.
B. SUITABLE MODELS FOR IMPLEMENTING THE SPECIFIC PRACTICES OF THE PPQA PA
In addition to the above studies, some models and process maps to better provide feedback on both the processes and related work products have also been proposed. The following models and process maps that address how the process's quality is evaluated (including the auditing and reviewing process) were identified from the literature. It is believed that these process maps can be adjusted and modified to implement the specific practices of the PPQA PA.
1) THE FOUR-STAGE MODEL FOR AUDITING A PROCESS/WORK PRODUCT (AUDIT-GUIDE [46])
In [46] , it is indicated that the audit process involves four core stages: planning, execution, reporting, and follow-up. In this model, the main aim of the planning stage is to select the process or work product that is to receive an indepth assessment and audit. It is necessary to specify the evaluation criteria for this selection so that the evaluation results can be used to reach a conclusion about the effectiveness and success of the process/work product. After the selection is made, pre study activity takes place to find out the necessary background knowledge about the selected item. The audit process is conducted in the execution stage, which involves several major activities, such as collecting data and analyzing evidence. The audit evidence can be obtained in several ways, such as direct observation of events, conducting interviews or questionnaires, and reviewing the written documents, such as reports, plans, and records. It is worth mentioning here that the execution stage works toward developing the findings and deriving the conclusions. Consequently, to derive the audit findings and identify their impact on the project's success, the answer to the question of what should be done needs to be compared with what has been done. The final activity is providing a draft report about what has been performed and obtained throughout the execution stage. In the reporting stage, the manager is involved in reviewing the quality of the draft report. After that, the final version of the report is produced. In other words, the main concern at this stage is to conduct the clearance examination of the generated report via a review process, meetings, and quality control. The final version of the report is submitted to both concerned stakeholders and users. Finally, followup is a core stage in the audit/review process, as it reports on the audit's impact. It also identifies the progress that has been made in implementing the corrective actions and audit recommendations.
2) PROCESS AUDIT WORKFLOW MODEL (SEATTLE AREA SOFTWARE QUALITY ASSURANCE GROUP [SASQAG] [47])
The model starts with the establishment of an audit plan, which should include both the requirements and checklists. The success of the audit process is directly proportional to the preparation stage. The preparation assists greatly in indicating which audit items, such as the process areas/work products, have had a significant impact on the project's success. It is also useful to concentrate on the specific processes/work products. Therefore, the audit/review process is conducted, and the PPQA auditor should both report on the findings and document them. The project manager is involved in reviewing and examining the findings.
If noncompliance issues are identified, then corrective actions need to be developed to work out these issues. The corrective action stage should include the following activities: determining the action, establishing the corrective action plan, controlling it to completion, and analyzing the impact of the corrective action. The follow-up stage helps the auditor to keep track of the audit actions. Immediately after an audit action has ended, this stage assists the auditor in bringing its status up to date so that it can be closed. The PPQA auditor/reviewer should check the actions and close any noncompliance issues.
3) PROCESS ACTIVITIES AND FLOWCHART FOR PPQA (Filip et al. [48])
Filip et al. [48] proposed a flowchart/process map for the whole PPQA, which shows the process activities that need to be performed to implement the PPQA process area. The flowchart comprises seven core activities: (1) establishing PPQA selection criteria, instructions, and planning; (2) detailed planning of PPQA; (3) objectively evaluating the processes and documenting the results; (4) objectively evaluating work products and documenting the results; (5) communicating the quality status; (6) tracking, managing, and resolving quality problems and escalating them if necessary; and (7) establishing, maintaining, and deploying PPQA records.
The authors highlighted the importance of preparing the following documents: a set of questions that will work as the evaluation criteria, an audit schedule, and audit instructions. The audit/review process should then be conducted, based on the specified criteria and defined instructions. The authors have further stressed the major role of documenting and analyzing noncompliance issues. In addition, templates and checklists should be used in an appropriate manner as tools to track and schedule noncompliance issues and corrective actions. This needs to be performed to indicate the due date for implementing the corrective actions and collecting improvements. The proposed process map for the PPQA process area ensures that not only will the reporting of noncompliance issues take place, but also that the evaluation process will be completed according to the specified evaluation criteria.
4) AUDIT PROCESS WORKFLOW MODEL (Jalote [49])
Jalote [49] introduced a review/audit process workflow model with four main stages: Planning, Preparation and overview, Group review meeting, and Reworking and follow-up. In this model, the planning stage involves selection of the reviewers/inspectors who will conduct the auditing process. It also establishes the schedule for the review process. This stage should highlight the selected reviews and schedule for the auditing process. In addition, a full package that includes all of the necessary documents is distributed to the reviewers. In the second stage, a short seminar on the selected process/work product for review could be provided, if necessary, to clarify some of the issues that are difficult to understand. Throughout this stage, any specific issues about the process/work product are clearly illustrated and pointed out. After that, the final copy of the package is submitted to the reviewers/inspectors. The self-review/self-preparation process is then performed by making notes whenever a defect is observed. Before conducting the third stage, it is necessary to check whether the reviewers/inspectors performed the selfreview process.
The aim of the third stage is to discuss the findings, analyze the audit evidence, and produce the list of defects. Reviewers/inspectors are required to contribute to the meeting. The author stressed that the main focus of this stage is to identify the problems in the software project but not to come up with a solution to resolve them. The main output of this stage includes the defect log, derived conclusions, recommendations, and completed review/audit report. In the last stage, that is, reworking and follow-up, the author of the project work should conduct the rework stage, based on the recommendations that were produced in the third stage. In addition, he or she needs to correct all of the reported defects and then review the corrections made. This stage should also generate the summary report and lessons learned.
5) PROCESS AUDIT WORKFLOW MODEL (WESTFALL [50])
Westfall [50] proposed a process map for the audit process that includes six primary stages:(1) Initiation, (2) Planning, (3) Preparation, (4) Execution, (5) Reporting, and (6) Corrective actions and follow-up. In this proposed audit process map, the client, such as an external customer or internal manager, performs the formal initiation of this process by requesting an audit. It is important to highlight here that the frequency of conducting the audit process mainly depends on the objectives of the software development organization and the regulatory or contractual audit requirements. After that, the auditor management, auditee management, and lead auditor need to cooperate to establish the audit plan, which should be documented and communicated to all audit team members. One of the main objectives of the planning stage is to select a suitable strategy to execute the audit process.
Following that, the auditors are requested to prepare for the audit/review process, which includes studying the process/work product to be audited, as well as gathering and exploring the related information/documents. After the preparation stage is completed, the real execution of the audit process is conducted in the execution stage. The objective evidence is collected at this stage by implementing the audit plan and utilizing the audit tools and audit checklists. The auditors need to evaluate the equality records, examining the related documents, looking for patterns by studying data or software matrices, conducting interviews, and assessing the physical properties. The lead auditor is responsible for reporting the audit findings in the audit report. This report should include detailed findings, nonconformance issues, and opportunities for improving the process/work product. Best practices, observations, and conclusions should also be reported.
Finally, the corrective actions and follow-up stage is conducted by the auditee management and the lead auditor. They are responsible for establishing and planning corrective actions for any nonconformance that is identified during the audit process and also for determining whether this action is effective and successfully generates the desired results. Once corrective action implementation is completed, the lead auditor takes care of verifying this implementation. This is done to ensure that the nonconformance issue is fixed correctly by testing the implementation of the proposed corrective action and carefully reviewing the associated documentation. In general, this verification can be performed by conducting follow-up audit activity and reviewing the reexamined documents. The follow-up audit activity will also assist in tracking the corrective action until it is closed.
6) PROCESS REVIEW/AUDIT WORKFLOW MODEL (KHURANA [51])
Khurana [51] has proposed a generic workflow model that assists in the auditing/reviewing of a process/work product. This model starts with the preparation that is required for developing a software product review process. This preparation phase can involve various activities, such as defining the review/audit criteria and selecting the process/documents to audit. Copies of the documents produced during the preparation phase are distributed among the software reviewers.
Before conducting the official review/audit meeting, the reviewers may need to make individual preparations by examining the documents and writing down their comments. After that, the review/audit meeting phase is used to perform the evaluation and derive both the conclusions and recommendations. This phase also involves reporting the results and making the required decisions for controlling and managing any software defects. If another review meeting is needed, documents are returned to the preparation phase for additional understanding, observation, and evaluation. [60] In [60] , it is indicated that a software project team is required to tackle software quality assurance (SQA) by establishing a corrective action (CA) process. This process is most probably reported in the project plan or SQA plan. It may also be documented in the organizational quality management plan. As indicated in the sample process map for the corrective action process proposed in [53] , SQA auditors/reviewers need to indicate the root cause of any nonconformance issue, as well as its impact. The corrective action should be proposed by the project team to manage and deal with a nonconformance issue. Each suggested corrective action is reviewed and audited by the SQA auditors/reviewers to ensure that it addresses the related nonconformance issue.
7) SAMPLE PROCESS MAP FOR CORRECTIVE ACTION PROCESS
If corrective action appropriately tackles the issue, then effectiveness measures will be identified to indicate whether the suggested corrective action can effectively resolve the issue and produce the intended results. After establishing the proposed corrective action, SQA auditors/reviewers need to evaluate the implementation of the corrective action in terms of its effectiveness. It is necessary to highlight that if the applied and executed corrective action is not effective, SQA auditors/reviewers need to go back to the stage of determining an appropriate corrective action for the purposes of additional understanding and analysis.
8) PPQA PROCESS MAP (O'REGAN [19])
O'Regan [19] proposed a sample process map for implementing the PPQA process area at CMMI Level 2. The proposed process map indicates that the PPQA process area should perform the following core activities: planning, conducting an auditing process, producing audit reports, examining the audit actions, and updating the audit actions to completion. O'Regan further indicated that the PPQA process area relates to the implementation of practices that target the planning, scheduling, and conducting of audits. In addition, the author has provided templates for audit reports and audit schedules that can help to ensure that activities associated with the PPQA process areas have been completed.
VI. THE PROPOSED MODELS FOR THE SPECIFIC PRACTICES OF THE PPQA PROCESS AREA
This section discusses the development of the proposed models for the specific practices of the PPQA PA. Our models are proposed based mainly on our findings from literature presented in section 5. Each model is divided into core stages. Certain activities associated with each stage are clearly indicated. The models for SP 1.1 and SP 1.2 are divided into four essential stages: ''Plan,'' ''Prepare,'' ''Audit,'' and ''Report.'' Particular activities associated with each of these stages have been clearly described (see FIGURE 3 and FIGURE 4) .
The first stage is called the ''Plan.'' This stage is included in both models, as has been noted in the following audit/review workflow models: SASQAG [47] and Jalote [49] . Additionally, the ''plan'' is explicitly indicated as the main stage of the four-stage model for auditing and reviewing a process/work product [46] . Furthermore, O'Regan [19] introduced a sample process map for implementing the PPQA process area. In this sample, the ''plan audit'' is included as one of the core activities that assist in the implementation of PPQA. Furthermore, Persse [38] the importance of establishing a PPQA plan and considered it to be one of the main activities that can be used to support and implement both SP 1.1 and SP 1.2.
This initial step includes the detailed planning of activities, such as ensuring the availability of an organization's specific quality plan, quality policies, and process quality assurance plans, based on the organizational quality plan. This stage involves establishing quality procedures and creating quality plans that include a description of the process to be followed, as well as specifying the selection criteria to be used to determine the process/work product for the audit. It is worth mentioning that Persse [38] pointed out the significance of establishing selection criteria, which has a serious impact on the development of a successful software project when reviewing the process/work product. Table 2 provides some of the criteria that can be used to select the key process/work product to be audited.
The created audit plan should clearly describe which process/work product is to be audited, for what purpose, at what frequency, and by whom. It should also primarily describe the procedure that is to be followed, the tasks, artifact locations, and reporting mechanisms. The project manager (PM) can TABLE 2. Criteria that can be used to select a key process/work product to be audited.
assist the PPQA auditor when creating the audit/review plan for the project.
It is necessary to note that the PPQA auditor needs to be knowledgeable about how the audit/review process can be conducted to objectively evaluate the selected process/work product. Accordingly, he or she should be well-trained in the VOLUME 6, 2018 organizational quality process. Table 3 presents the proposed criteria that can assist in selecting an auditor/reviewer to carry out auditing/reviewing activities. Finally, as part of the planning phase, the project PPQA auditor will finalize the audit plan with the respective PM. The second stage is ''Prepare.'' This stage is incorporated into both models, as it has been highlighted in the following references cited in the literature: Audit-Guide [46] , SASQAG [47] , and Jalote [49] . Furthermore, Khurana [51] and Chemuturi [52] presented a workflow model for the audit/review process. In both models, preparation is the main stage before progressing to the actual auditing stage.
The ''Prepare'' stage helps the PPQA auditor to be better prepared by conducting key activities, such as preparing the checklists for the process/work product to be audited and reviewing the associated documents. The auditor/reviewer needs to perform a self-preparation process by reviewing both artifacts and reports that are related to the selected process/work product. Moorthy [37] considered the audit checklists as being typical CMMI artifacts for both SP1.1 and SP1.2. In addition, O'Regan [19] emphasized the importance of the PPQA audit checklists in guiding the auditor/reviewer while conducting the auditing process. Therefore, before going any further with this stage, it should be ascertained that the audit checklists that are related to the selected process/work product are well-prepared.
The third stage is ''Audit.'' This is the actual audit of the performed process, where the auditor identifies noncompliance issues, improvements, and best practices. The selected process/work product for auditing should be objectively evaluated by using the defined criteria to ensure that the process is implemented according to defined standards. For example, the auditor/reviewer needs to check whether the delivery goes against an approved Statement of Work (SOW) and whether all the defects revealed by testing have been closed, according to the defined thresholds.
We have proposed two audit checklists: one for process and the other for work product (see Appendix A and Appendix B). They can be used to guide the auditors while they perform the audit/review process. We have adopted the idea of a Standard CMMI Appraisal Method for Process Improvement (SCAMPI), particularly Class A appraisal. It is worth mentioning that SCAMPI is a well-known SEI process evaluation method for CMMI (Dern [54] ). SCAMPI has been developed to offer a benchmark-quality rating that is relative to the CMMI models (SCAMPI v1.3 document [53] ). It is viewed as an assessment method that can be used to obtain the CMMI certification for a software development organization. This method helps to pinpoint both the strongest and the weakest process followed by an organization, and it determines the organization's related maturity level (Dern [54] and Koirala et al. [56] ). In other words, it examines how software development organizations implement the process areas that are defined in CMMI specifications, based on objective evidence. It also releases information about development risks.
As stated in the SCAMPI v1.3 document [53] , the SCAMPI method comprises three core stages: planning and preparing for an appraisal, conducting the appraisal, and reporting the results. SCAMPI supports three audit/assessment classes, namely Classes A, B, and C. Dern [54] pointed out that Class C is regarded as an informal SCAMPI, as it is shorter than Class A and Class B. In other words, it can be used as a quick evaluation method, as less objective evidence is required in this appraisal class (Kenett et al. [55] and Koirala et al. [56] ). Consequently, it can be deployed in several contexts (such as rapid analysis for the process/work product and checking the implementation of the processes). The scale that can be used for Class C appraisal has three levels: high, medium, and low. Dern [54] indicated that Class B is viewed as unofficial SCAMPI, as it is not a complete evaluation/assessment process. However, this class helps to roughly rate the level of confidence and accuracy of CMMI audit acquiescence. An experienced or trained person can execute the appraisal process (Koirala et al. [56] ). Red, yellow, and green are the three points that form the SCAMPI Class B scale. Generally, this class can be utilized in preparation for Class A appraisal. As highlighted in [54] - [56] , Class A appraisal corresponds to official SCAMPI, and it is the only class that can provide the rating. The process in this class is conducted by the reviewer/auditor, who is SEI certified and authorized to perform the appraisal/evaluation process. A large amount of objective evidence is required to conduct Class A. The following points compose the Class A scale: Fully Implemented (FI), Largely Implemented (LI), Partially Implemented (PI), Not Implemented (NI) and Not Yet Implemented (NY).
In this research work, each item in both audit checklists should be evaluated against the criteria of Class A appraisal, namely FI, LI, PI, NI, and NY. The criteria of Class A appraisal were utilized because they were used in the references that were cited in the literature (Sharma et al. [57] , Sharma et al. [58] , and Satrio et al. [59] ).
It is important to highlight here that the primary focus of the ''Audit'' stage is to identify areas of noncompliance and improvement in the software project. ''Identifying the noncompliance'' activity has been defined in this stage of our models because it is explicitly indicated in the CMMI v1.3 specifications [34] and Chrissis et al. [35] . Additionally, such activity is noted in the workflow models and I. Keshta et al.: Toward Implementation of PPQA Process Area process maps that have been proposed for the audit/review process (O'Regan [19] , Audit-Guide [46] , SASQAG [47] , FILIP et al. [48] , Jalote [49] , and Chemuturi [52] ).
In cases where noncompliance is not found, the auditor should place all the audit documents in the project records and then end the specific practice. However, if any noncompliance is identified, the auditor needs to analyze the root cause of it, as well as its impact. Discussions about the observations/findings, followed by the corrective actions that are used, should resolve any noncompliance issues. Moorthy [37] viewed the corrective actions as one of the major CMMI artifacts needed for implementation of both SP 1.1 and SP 1.2. This is why they have been included as one of the major activities in this stage. It is vital to emphasize that objectivity must be maintained during the auditing/reviewing process and that any noncompliance that is detected is justified with sufficient details so that it can be closed easily. The auditor also needs to check during this stage whether the teams are implementing best practices in their project and should encourage the implementation of such practices.
''Report'' is the last stage of the proposed models. The observations and findings are recorded into the audit report once they have been finalized. After that, all audit documents are placed in the project's records and the specific practice is closed. The PM might need to be involved in reviewing the audit report and then approving it. The final version of the audit report might need to be distributed to concerned stakeholders and users. This stage is defined in the models because it was noted in the references cited in the literature (O'Regan [19] , Audit-Guide [46] , SASQAG [47] , and Jalote [49] ). Furthermore, the noncompliance reports are underlined as one of the basic work products for SP 1.1 and SP 1.2 in both CMMI v1.3 specifications [34] and Chrissis et al. [35] .
It is necessary to point out that guidelines have been provided to assist users in traversing the proposed models. Appendix C and Appendix D presents the guidelines including templates, forms, and checklists that can be utilized to traverse the proposed models for SP 1.1 and SP1.2.
B. DESCRIPTION OF THE MODEL PROPOSED FOR SP 2.1
In this section, we have implemented the CMMI Level 2 specific practice SP 2.1 ''communicate and resolve noncompliance issues'' in the PPQA PA. The proposed model effectively assists in both fixing noncompliance issues and ensuring the issues that are highlighted in the audit report are addressed in a timely manner. The proposed model has four essential stages: ''Resolve,'' ''Escalate,'' ''Follow-up,'' and ''Find-Out.'' Certain activities associated with each of these stages have been clearly pointed out (see FIGURE 5) .
The first stage is ''Resolve.'' This stage has been defined in our model because resolving noncompliance issues is explicitly indicated in both the CMMI v1.3 specifications [34] and Chrissis et al. [35] as one of the main sub practices to be carried out to implement SP 2.1. It is also seen in the explanation of the process maps that were proposed for the audit/review process by O'Regan [19] , Audit-Guide [46] , SASQAG [47] , Filip et al. [48] , Jalote [49] , and Khurana [51] . Our proposed model starts with the activities that are needed to resolve the noncompliance issues that were identified in the evaluation of the process/work product. These issues were highlighted in the audit report that was produced in SP 1.1 and SP 1.2. Thus, the audit/review report is regarded as a primary input, and it is fully utilized during this stage. The first activity in the ''resolve'' stage is to review the audit report and then release it to the stakeholders for further action, if needed. Following that, the auditor starts resolving any noncompliance issues that are based on the recommendations and corrective actions provided in the audit report. If all of the noncompliance issues pointed out in the audit report are resolved and addressed, then the follow-up stage will take place. Otherwise, in cases where there is no feasible resolution to noncompliance issues, the escalation path will be taken.
The second stage is ''Escalate.'' This element is included in the proposed model, as it was clearly noted in the process maps introduced by O'Regan [19] and Filip et al. [48] . Furthermore, it is considered to be a major subpractice by both CMMI v1.3 specifications [34] and Chrissis et al. [35] for SP 2.1. When a noncompliance issue cannot be resolved, further understanding and analysis are required to determine the main source of the issue.
The solutions and necessary steps for resolution also need to be identified, and then, if the issue still cannot be resolved, it is escalated and reported to the appropriate level of authority, as defined in the project management plan. Once a resolution has been obtained, we move on to the third stage. It is worth mentioning here that the decision symbol presented in this stage is included to indicate that escalating noncompliance issues to the next management level for resolution should not occur very often. O'Regan [19] and O'Regan [61] confirmed this point.
The third stage is ''Follow-up.'' This stage is included because it is clearly stated, in detail, as one of the primary stages in the following proposed workflow models for PPQA: O'Regan [19] , Audit-Guide [46] , SASQAG [47] , and Jalote [49] . In addition, CMMI v1.3 specifications [34] and Chrissis et al. [35] regarded follow-up of noncompliance issues to resolution as one of the primary subpractices that needs to be performed to implement SP 2.1. Moreover, Persse [38] , O'Regan [19] , and O'Regan [61] stressed the significant role that the follow-up activity plays in monitoring the closure of audit actions. At this stage, regular meetings are conducted between the PPQA auditor and project team members to verify that the corrective actions that are taken to resolve noncompliance issues have been properly carried out, as well as to ensure smooth closure of these issues. It is worth mentioning that follow-up should be conducted at an agreed/predefined time interval to give the team a reasonable amount of time to close noncompliance issues. In other words, a comfortable amount of time should be given to the team to follow correction activities through an appropriate closure. In very rare cases, an escalation mechanism will VOLUME 6, 2018 FIGURE 5. The proposed model for SP 2.1 -''Communicate and resolve non-compliance issues. '' be used to act on noncompliance issues that are still not closed properly, even during the follow-up stage. When all the corrective actions are carried out and all noncompliance issues resolved, the auditor/reviewer will need to perform a final check by signifying the closure of these issues before proceeding to certify the process/work product.
''Find-Out'' is the last stage in the proposed model. This stage is incorporated in the model as it is explicitly stated in the following references cited in literature: CMMI v1.3 specifications [34] , Chrissis et al. [35] , O'Regan [19] , and O'Regan [61] . In this stage, the auditor needs to perform an in-depth analysis of all the identified and closed noncompliance issues to identify any significant patterns or trends across the current project. Observing any similarities and trends will strongly facilitate the process of addressing specific issues with processes/work products/resources to improve the software project and organizational processes. This also ensures that the instances of noncompliance will not be repeated when they are identified in a project or in other projects or business units of the organization. For further investigation, the auditors might need to compare the analysis results obtained with other projects, as well as the expectations they may have as a result of previous experiences. This will help to tackle process improvements at the organizational level. It is vitally important for the auditor to share the results with relevant stakeholders. Appendix E provides guidelines that can be utilized to traverse the proposed model for SP 2.1.
C. DESCRIPTION OF THE MODEL PROPOSED FOR SP 2.2
In this section, CMMI Level 2 specific practice SP 2.2 ''Establish Records'' has been implemented. The proposed model for this specific practice is based on our findings from the extensive literature review presented in Section 4. This model assists in the establishment of records of PPQA activities at both the project level and the organizational level. In other words, the proposed model not only provides management at the project level, but also carries out process improvement initiatives at the organization level. Our proposed model is based on four essential elements: ''Record,'' ''Revise,'' ''Share,'' and ''Improve'' (see FIGURE 6) . In addition, the related activities for each of these stages have been highlighted.
''Record'' is the first stage in the proposed model. The model starts with detailed records of PPQA activities at both the project and organizational levels. This stage is incorporated in our proposed model because O'Regan [19] , CMMI v1.3 specifications [34] , Chrissis et al. [35] , Persse [38] , Chemuturi [52] , and O'Regan [61] have all clearly emphasized the significant role that detailed PPQA records play in offering objective insight to software project managers about the processes, as well as related work products. Furthermore, PPQA records should be addressed at both organizational and project levels because Persse [38] , Chemuturi [52] , and O'Regan [61] have highlighted the importance of consolidating project-level PPQA activities to create organizationallevel PPQA records.
It is worth mentioning here that SP 1.1 and SP 1.2 (the first and the second specific practices in the PPQA PA) are conducted to objectively evaluate both the selected process and work product. The observations, along with the corrective and preventive actions obtained from conducting these two specific practices, are recorded in an audit report and shared with stakeholders. It should also be noted that SP 2.1 is conducted to track the observations and close them through regular follow-ups and an escalation mechanism with the project stakeholders. The record stage is used to ensure that the observation trends, previously obtained from SP 1.1, SP 1.2 and SP 2.1, are documented at project level. It also makes certain that the status of the records of various PPQA activities are recorded and documented at project level. At this stage, the PPQA auditor/reviewer also needs to utilize the PPQA records recorded at project level from the individual project that has been developed to create organizationallevel PPQA records (also known as independent PPQA records). In other words, data from the individual project should be collected and then consolidated into a detailed organizational-level PPQA report. It is necessary to highlight here that PPQA records should present all of the important elements, such as audit reports, status report of corrective actions, and evaluation logs from individual projects.
The second stage is ''Revise.'' This stage is added because it is indicated as one of the primary subpractices that are proposed by CMMI v1.3 specifications [34] and Chrissis et al. [35] for SP 2.2. In addition, Persse [38] and O'Regan [61] indicated that performing revisions and ensuring up-to-date information are essential activities that are required to achieve and satisfy SP 2.2. The PPQA auditor/reviewer is required to ensure that the PPQA records established in the previous stage, ''record,'' are kept up to date. If the status of PPQA activities is not found to be recent, then revisions are performed in order to run through the status of these activities, modify the revision history, and update the quality report. In other words, this stage aims to revise the PPQA records with the latest information so that they are always kept up to date.
The third stage is ''Share.'' This has been included because Persse [38] highlighted the importance of sharing the quality report, including the PPQA records, with project management, team members, and organizational management in the implementation SP 2.2, as this results in the establishment of valuable and effective PPQA records. In addition, Chemuturi [52] indicated the need to share these quality assurance reports to establish a periodic audit process. It can be concluded from CMMI v1.3 specifications [34] , Chrissis et al. [35] , and O'Regan [61] that periodically publishing the quality report for relevant stakeholders is important in determining the status of the audit process and will be reflected in its results. The quality report is shared at predefined intervals with the managers and process engineering group at this stage. In other words, the latest versions of this report that include the independent PPQA records should be distributed among stakeholders. This report is usually generated periodically, for instance monthly, quarterly, or half-yearly. This stage can be conducted through a discussion or via e-mail with the quality report attached to the people concerned. It is then necessary to give them adequate time to review the report. This stage may be seen as a preparatory element for the next stage, ''Improve.'' ''Improve'' is the last stage in the proposed model. It is included because its functionality consists of an analysis of the quality of the reports, finding opportunities for improvement and presenting to management, as is pointed out in the following references cited in the literature: Persse [38] , Chemuturi [52] , and O'Regan [61] . This stage can also be considered to be a logical stage because it highlights the end objective of the recording of the results. Based on the established quality report, the SQA managers need to examine this report and other discussion forums that are used to identify issues, gaps, best practices, and trends as part of process improvement, and then implement them at the organizational level. All obtained suggestions and observations are recorded in detail and presented to management for approval. Based on the obtained approval, the process improvement initiatives and changes are institutionalized in an organization-wide manner. Appendix F provides guidelines that can be utilized to traverse the proposed model for SP 2.2.
VII. EVALUATION OF THE PROPOSED MODELS
So as to evaluate the models proposed, two practical evaluations were carried out: one case study as well as an expert panel review process. The case study method was done because it gives valuable insights for solving any difficulties as well as evaluating in the real world (Cooper and Schindler [79] ). It was also decided that an ''expert panel review'' process would be carried out in order to seek the opinions of SPI experts about the models proposed.
A. EXPERT PANEL REVIEW PROCESS
Expert opinion approach (also known as expert judgment approach) is helpful in examining a series of specific questions related to the behavior of the system, including its usability and reusability in addition to its performance (Babar et al. [65] ). It is also utilized to carry out a product evaluation, which is done through a group of experts who are asked to use both their knowledge and experience in a certain area [66] . According to Nan et al. [67] , the expert opinion's aim is to give a flexible, robust approach that will elicit unbiased evaluations from the domain experts.
In addition, the valuable contribution of expert opinions has been widely recognized (Dybå [68] ) in the SE community. Expert opinions in a specific matter can be explained as scientific efforts that are utilized to shed light on the data and predict the actions of a system as well as assess the uncertainties (Cooke [75] ). The increasing search for the views of experts, particularly in pieces of academic research, has been justified because the decision-taking processes of many areas of knowledge are not mature yet or are just being constructed (Li et al. [76] ).
It is important to mention here that small samples can be utilized to test and evolve a certain proposition, particularly in the early phases of a piece of research, according to Hakim [69] . Beecham et al. [70] confirms that the research uses samples to get feedback from experts in order to appraise the progress of models that support an area of knowledge. Moreover, this approach is commonly used by many software engineering researchers to carry out an evaluation of various software development models. For instance:
• Dybå [68] utilized 11 SPI experts in both academia and industry to carry out the review process.
• El Emam et al. [71] carried out interviews with a total of 30 experts to elicit the criteria in order to evaluate the success of RE.
• Beecham et al. [70] used 20 experts in order to validate their own Requirements Capability Maturity Model (R-CMM).
• Niazi et al. [45] introduced the requirements change management (RCM) model for implementing SP 1.3. This model was evaluated via an expert review process (i.e., two SPI expert reviewers involved in the evaluation). Other work has also demonstrated that expert judgment is reliable. For example:
• Lauesen et al. [72] pointed out that the expert predications on the requirements defect were extremely high when they were used in practice. In other words, experts have a very good ability to predict the techniques that will ensure requirements defects are successfully prevented.
• Kitchenham et al. [74] indicated that it is helpful to consider the opinion of experts on a process model in order to provide informal validation for the model. It is important to highlight that the value of expert opinion is usually recognized when the quality of software is being assessed (Rosqvist et al. [73] ). So, it can be stated that members of the software engineering community currently give a greater importance and more credibility to research that uses the technique of specialist opinion. Other pieces of research confirm this assertion and also demonstrate how relevant this technique is, such as Kitchenham et al. [74] . They analyzed the precision of a number of different methods of effort estimation by utilizing the various views of experts. Moreover, Beecham et al. [70] carried out research with experts that assessed a maturity model for software requirement engineering that was aligned to the CMMI model. As a result, researchers working in the software engineering sector tend to use specialist opinion in order to assess their proposal and get important feedback, which increases the efficiency of the evaluation process.
B. EVALUATION OF THE PROPOSED MODELS THROUGH AN EXPERT PANEL REVIEW PROCESS
A review process that involved a panel of experts was carried out to perform the initial evaluation of the models that we proposed. This process was used to get the opinions of six experts about the practice satisfaction, ease of learning and ease of use, user satisfaction, and applicability to smalland medium-sized software development organizations of the models that were proposed. The experts who took part in the evaluating process are listed in Table 4 to show how they were identified. It is vital to add at this point that there was one expert reviewer who was already known to us and who played an important role in pointing us to a number of the other experts that we used. A total of 10 letters were sent to these experts, asking them to take part in the evaluation. However, we only got six responses. We selected these experts because they all had sufficient experience in making improvements to the way in which software is produced.
The SPI experts were placed in three categories based on their experience and knowledge of CMMI. According to Khan et al. [77] , the researchers can define their own criteria in order to determine different levels of expert reviewers (see Table 5 ).
The expert reviewers were chosen from three Saudi Arabian software development organizations, namely ''Organization A'', ''Organization B'', and ''Organization C.'' ''Organization A'' supports IT projects for its clients. It does this by both following and facilitating the utilization of processes, including the initiation, planning, execution, controlling, and closure of IT projects. It also maintains a number of administrative applications as well as providing systems and operational support to various operating system platforms. ''Organization B'' develops software by creating software solutions for a number of financial services firms and also the hospitality industry. This organization also fixes industrial applications and is able to facilitate business-related work and administrative jobs to be done. ''Organization C'' works in the field of software development as well as design organization. It has web designers and a number of programmers among its staff. The organization is also able to service clients, which is done by giving web solutions in the areas of web content planning, designing, implementing, and management. It currently utilizes Plan, Design, Implement, and Manage (PDIM) methodology. According to Saudi Arabia's SME definition, Organizations A and B can both be classified as small organizations, while Organization C can be classified as being a medium-sized organization.
We then decided to create a questionnaire to get the experts' views about the models. Some of the questions that we used were extracted from Niazi [62] . These questions were then made compatible with our research objectives. This was done by tailoring or customizing each of the questions. The questionnaire's three main sections included a cover letter, where the evaluation's objectives were explained; demographics; and model feedback. Its last section, which was the model feedback section, addressed four vital aspects: practice satisfaction, ease of learning and ease of use, user satisfaction, and applicability to small-and medium-sized software development organizations. Before the questionnaire was sent to the experts for evaluation, the questions were examined by an academic researcher. After he replied, a number of questions were rewritten to produce a clearer and VOLUME 6, 2018 I. Keshta et al.: Toward Implementation of PPQA Process Area more concise questionnaire. This also enabled us to capture more effectively the data that we needed. The questionnaire comprised seven questions for each proposed model in the following categories (see Appendix G):
• Category 1: 5-point scale of strongly agree to strongly disagree (three questions).
• Category 2: 5-point scale of very to not at all (three questions).
• Category 3: Open-ended question that asked the SPI expert if he or she would like to provide comments on how we could improve our proposed workflow model (one question). A summary of the primary conclusions from the data collected is discussed below and presented in Table 6 . All of the expert reviewers who looked at practice satisfaction chose strongly agree or agree for every one of the models proposed. When the models proposed for SP1.1 and SP1.2 were considered, three of the experts selected strongly agree, and the other three chose agree. For the model proposed for SP 2.1, two of the experts selected strongly agree, and the remaining four chose agree. For the model proposed for SP 2.2, one of the experts selected strongly agree, and the other five selected agree. The results indicated that all of the models that we proposed met the CMMI v1.3 specifications because the question that was related to practice satisfaction had been created according to the aims of the four specific practices in CMMI v1.3's specification.
We asked a couple of clearly defined questions about ''ease of learning and ease of use'' (i.e., RQ2) in the evaluation form for each specific practice. First, an inquiry was made concerning the clarity of the representation of the proposed model; second, a question was asked regarding how much knowledge was needed to use this model.
For the first question, all of the expert reviewers selected either 5 or 4 on a 5-point scale that ranged from very clear to not at all clear for the proposed models for SP 1.1 and SP 1.2. For the model proposed for SP 2.1, two of the expert reviewers selected 5, three selected 4, and one selected 3 on the same scale. Regarding the model that was proposed for SP 2.2, one of the expert reviewers selected 5, four selected 4, and one selected 3 on the same scale. These results revealed that the experts who took part in our evaluation stage had no problems with learning and understanding the proposed models. In addition, the workflow (the activities involved in every stage of the models that were proposed) was easily understood.
The experts were also asked to answer the second question by using a 1 to 5 scale, in which 5 is too much knowledge and 1 is not at all. Four experts chose 1 and two experts chose 2 for the models that were proposed for SP 1.1 and SP 1.2. For the model proposed for SP 2.1, three experts selected 1, and the other three selected 2 on the same scale. For the proposed model for SP 2.2, two experts selected 1, three selected 2, and one selected 3.
It can be concluded by studying the responses to the two questions about ease of learning and ease of use that, in general, the proposed models were not only clear, but also proved easy to understand, as not much CMMI knowledge was required to understand them. It is vital to add that the expert reviewers were able to understand the proposed models more quickly and easily because the models were split into a certain number of core stages, which was encouraging as it showed we had successfully designed both comprehensive and concise models.
The experts were asked two specific questions about each proposed model to help them evaluate the models against the stakeholder satisfaction criteria (i.e., RQ3). One pertained to how useful the model was in the software industry, and the other related to how the quality of software products could be improved as a result of the model. In other words, on each proposed model, the following two questions were asked:
• How useful would it be to the software industry to use our proposed workflow model (using a 5-point scale of 5 = very useful and 1 = not at all)?
• The use of our proposed workflow model would improve the software process and lead to the production of high-quality software products (using a 5-point scale of strongly agree to strongly disagree).
All the expert reviewers thought that the proposed models would be helpful to the software industry. When it came to the second question, for the proposed model for SP 1.1, three of the expert reviewers selected strongly agree, and the other three experts selected agree. For the model proposed for SP 1.2, two experts chose strongly agree, and the other four selected agree. For the proposed model for SP 2.1, two experts selected strongly agree, three selected agree, and one selected neutral. For the model proposed for SP 2.2, one expert selected strongly agree, four selected agree, and one selected neutral. These results showed that using the proposed models could improve the software process and that models would help to create a software product of high quality. There are, therefore, indications from the collected responses that the proposed models will make sure that ''stakeholder satisfaction'' exists.
We also examined the ''applicability of the models to small-and medium-sized software development organizations'' and asked the expert reviewers to rate every one of the proposed models using a 5-point scale (strongly disagree to strongly agree) to rate this statement: ''Our proposed workflow model is applicable to small-and medium-sized software development organizations. In other words, it can be applied to both small-and medium-sized software development organizations'' (i.e., RQ4). For the proposed models for SP 1.1 and SP 1.2, all of the experts selected strongly agree or agree. For the model proposed for SP 2.1, two experts selected strongly agree, three selected agree, and one selected neutral. For the model proposed for SP 2.2, one experts selected strongly agree, three selected agree, and two selected neutral. This strongly indicates that the proposed models for SP 1.1, SP 1.2, SP 2.1, and SP 2.2 can be applied to small-and medium-sized software development organizations.
It is important to note that relative weight of five-point Likert Scale for evaluation question for all models is presented in Table 7. Tables 8, 10 Tables 9, 11 , 12, and 15. Table 16 presents the results of the Chi-Square test on evaluation questions listed in the questionnaire. For all proposed models, it can be observed from Table 16 that the ''P'' value for all evaluation questions is greater than 0.05. This means there is no significant difference between the feedback obtained from Junior, Intermediate and Senior participants.
C. EVALUATION THROUGH ONE CASE STUDY
It was decided that the case study method would be used because it is judged to be a very useful way to make accurate evaluations and is able to give enough information in the real-world environment of the software industry (Yin [78] ). In addition, this case study gives important insights that help to solve problems as well as evaluate and strategise (Cooper and Schindler [79] ). As the models apply more to the real environment of the software industry, it is believed the research method of the case study is a better way for this particular situation because it reveals that the proposed models are suitable, practical, and usable, and will fit into the real-world environment.
To increase confidence in this particular evaluation, a case study was carried out at a small software development organization, which has 34 employees. This organization was chosen because it had agreed to the results of the case study being released. We first contacted the participant and talked to them face-to-face, explaining what this particular case study was all about. We also handed them a hard copy of the models proposed as well as a description of them. The same documents were then sent to the participant by email.
The participant who is the key member of the PPQA team at the organization used the proposed models and provided guidelines (including templates, forms, and checklists) and objectively evaluated processes and work products of Organization A. In addition, the participant utilized these proposed models to offer objective insights into the audited processes/work products. In the case study, the participant used the proposed models, their descriptions, and also the guidelines and audited processes/work products of the organization independently with no help given by the researchers.
At the end of the case study, there was a feedback session with the participant, so as to get feedback about the models. The questionnaire that was designed for the expert panel review process was then used as way of structuring the feedback session. The questionnaire had been divided into four different parts, including a cover letter, in which the objectives of the evaluation were fully explained as well as the demographics and any feedback about the model.
1) A BRIEF OVERVIEW OF THE SELECTED SOFTWARE DEVELOPMENT ORGANIZATION (i.e., ORGANIZATION A)
Excellent information technology services are provided by Organization A, which produces a combination of research, productive education, community service, and administrative activities for a university. This is achieved through its competent staff, state-of-the-art technological systems, and effective processes. The organizationprovides services to its clients by:
• Maintaining a number of administrative applications • Supporting IT projects • Facilitating all business-related and administrative tasks • Providing operational support to various operating system platforms
2) FEEDBACK AT ORGANIZATION A
A number of questions were asked that focused on ease of learning. It was discovered that the general impressions of the participant while learning all of the proposed models VOLUME 6, 2018 were positive. The participant revealed that the following four items were all easy to learn:
• Representation of all the models that were proposed • The use of the proposed models • The use of the proposed templates • The activities and practices that were designed at every stage in each of the proposed models Furthermore, it was found the participant in Organization A was fully satisfied about the following five items:
• The proposed model's generality • The practices and activities that have been designed for each of the proposed models
• The usefulness of the activities in the software industry
• The effectiveness of the practices/activities for every stage of the proposed models
• The effectiveness of the checklists, guidelines, and templates that were provided
The participant expressed total satisfaction with how the proposed models were used and agreed with the results of evaluating processes/work products. In addition, the participant was completely satisfied with the proposed models' structure. One particular aspect that was important to the participant was the development of a complete tool that could be utilized to perform various different activities of the proposed models. The participant stated that this particular tool would help the practitioners to objectively evaluate processes and work products of the organization. The tool should be able to:
• Store the PPQA records of the PPQA activities • Generate a variety of audit documentation It was found that automated tool support is a productive way to improve the visibility of implementing the PPQA process area in order to find weaknesses in the PPQA activities. The tool can be utilized to make observations about VOLUME 6, 2018 I. Keshta et al.: Toward Implementation of PPQA Process Area the behavior of various PPQA activities. The participant also believed this tool would speed up the PPQA implementation process.
D. NOVELTIES OF THE PROPOSED MODELS
The primary novelties of the present study are highlighted as follows: First, we proposed high-level models for the specific practices of the PPQA process area. These proposed models meet the CMMI v1.3 specifications and were designed according to the objectives of each specific practice stated in the CMMI v1.3 specifications. Second, the PPQA process area was addressed at the specific practice level. Third, the proposed models for SP 1.1, SP 1.2, SP 2.1, and SP 2.2 were developed mainly for Saudi Arabian small-and medium-sized software development organizations. Moreover, the evaluation of the proposed models regarding practice satisfaction, ease of learning and ease of use, user satisfaction, and applicability to Saudi Arabian smalland medium-sized software development organizations was provided.
Another major innovation of this study is that the guidelines are presented. These include the templates, checklists, and forms that users can employ to traverse our proposed models. This was performed because O'Regan [19] said, ''Templates support the process and allow consistent input and output during the different parts of the process.'' Moreover, the author indicated that templates and checklists help ensure that the activities associated with process areas are completed. Afrooz [63] also said, ''The template would provide the organization with a guideline to achieve the organizational objectives.'' Furthermore, [64] provides an example that presents how a specific practice in CMMI can be implemented by proposing templates, checklists, and forms.
VIII. LIMITATIONS
There are a number of notable limitations pertaining to this study, the most important of which are listed below:
• The SPI expert reviewers could have answered each of the questions in the questionnaire differently, according to their interpretation. In addition, they could have had different interpretations of the explanation of the proposed models that was appended to the questionnaire. It is vital to emphasize here that there was no evidence of this limitation, as we had no reports from any of the expert reviewers that they faced any difficulties at all. We reduced the possible impact of this by mailing a draft of the questionnaire to an academic researcher so that he could have a look at it. He was requested to critically evaluate each question in the questionnaire. Once we received all the feedback from him, some of the questions were rewritten and adjustments were made. This was done to better capture the required data, to ensure that the participants could understand the questions in the way that was intended, and to guarantee that the questions would not bias the respondents' answers. In addition, it meant the respondents correctly understood all of the questionnaire's terminology.
• A total of six closed-end questions were used in the evaluation. These questions might not have offered the respondents the choices that reflected their actual feelings. However, we were able to reduce the impact of this limitation by including an open-ended question that allowed the respondents to add further information, such as how they felt, their attitudes, and how well they understood the proposed models. This enabled us, as researchers, to gain greater access to their true feelings about our proposed work.
• The results of our evaluation were restricted to what the respondents knew and their own experiences. However, we are very confident about the results obtained because all the respondents that were involved in the evaluation process had the necessary knowledge and experiences in the fields of SPI and RE. The researchers were also not influenced to explore these expert reviewers.
• As a growing amount of papers are currently targeting the implementation of REQM process areas, it is possible the ordinary literature review process could have overlooked some of the relevant papers. However, like other researchers of ordinary literature review or systematic literature review, this cannot be called a systematic omission (Hossain et al. [83] ).
• External validity is about the generalization of the results that are different to other environments to the ones in which this initial study was carried out (Regnell et al. [80] ). As just one case study was conducted in Saudi Arabia, it is difficult to make a justification at this stage for the external validity. In addition, all experts in the ''expert panel review'' process were from Saudi Arabia; so our results may be generalized in Saudi Arabian companies but we may not be able to generalize our research findings to other countries. It is important to highlight that the study's limitations might confuse the research's general conclusions. But the limitations will not stop observations that could be used to enable more exploration into the implementation of the PPQA process area, according to CMMI's Level 2 maturity requirement, and improve the proposed models for every specific practice continuously. This piece of research should be seen as work that is ongoing and could be extended by other researchers in the future. Accordingly, this work may be regarded as a starting point toward generalizing the findings that we have presented. 
IX. CONCLUSION AND FUTURE WORK
The most important objective of the research was to create a high-level model for each specific practice in the PPQA at CMMI Maturity Level 2. These models are specifically for small-and medium-sized software development organizations in Saudi Arabia. The objective also included evaluating the proposed models by using an expert review panel process and one case study, so RQ1, RQ2, RQ3, and RQ4 were all addressed for this purpose.
We developed a workflow model for each specific practice in PPQA to deal with RQ1 and also identified a list of the guidelines and satisfactory models from the literature on the four specified practices. A significant number of research articles and case studies in the field of SPI were explored during the literature review, including such SPI models as CMMI and software requirements engineering. We also carried out an evaluation of the data that were collected from the literature review to come up with the proposed models. It is important to add that proposed comments and suggestions by expert reviewers were employed to advance the development of the proposed model.
The evaluation of the proposed workflow models was carried out through the use of an expert review panel process and one case study to tackle RQ2, RQ3, and RQ4. For RQ2, the expert reviewers were given specific questions about how clearly the proposed models were represented and the knowledge range needed to use them successfully. Two specific questions were then clearly defined regarding RQ3 in the evaluation form. This was done to assist in the evaluation of the proposed models against the criteria of stakeholder satisfaction. The first of these related to how useful the proposed models were overall in the software industry, and the second regarded what improvements could be gained through the adoption of the proposed models. The experts were asked a particular question for RQ4 about the applicability of the proposed models to small-and medium-sized software development organizations. It is important to note here that a case study was conducted at a small to mediumsized software development organization in Saudi Arabia in order to increase confidence in this evaluation. In this case study, total satisfaction with how the proposed models were used was expressed by the participant. Moreover, the participant was completely satisfied with the proposed models' structure.
In short, the overall evaluation results revealed that the proposed models were designed to ensure practice satisfaction, according to the requirements of CMMI Maturity Level 2. The results were also able to satisfy the ease of learning and ease of use criteria. They, therefore, proved be clear and easy to both learn and use. In addition, they met the stakeholders' expectations and the desired level of satisfaction. Moreover, Saudi Arabian smalland medium-sized software development organizations are capable of adopting these proposed models into their own environments, as the model's design was applied to these organizations.
For future work, we are planning to carry out an examination of the proposed workflow models by conducting a number of case studies in an industrial setting for the purpose of testing and assessing their suitability as well as their utility.
APPENDIX A
See Table 17 .
APPENDIX B
See Table 18 .
APPENDIX C 1
See Table 19 .
APPENDIX D
See Table 20 .
APPENDIX E
See Table 21 .
APPENDIX F
See Table 22 . 5. The use of our proposed workflow model for SP 1.1 would improve the software process and lead to the production of high-quality software products.
Strongly Agree Agree Neutral Disagree Strongly Disagree 6. Our proposed workflow model for SP 1.1 is applicable to small-and medium-sized software development organizations. In other words, it can be applied to both smalland medium-sized software development organizations.
Strongly Agree Agree Neutral Disagree Strongly Disagree
7.
Please provide us with comments on how we could improve our proposed workflow model for SP 1.1. 
